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MDS2 1nonw 117N nav)

Manufacturer Disclosure Statement for Medical Device Security - MDS*

DEVICE DESCRIPTION

Device Category IManufacturer IDocument ID IDocument Release Date
Device Model ISoﬂware Revision ISoftware Release Date
1 1
|Company Name |Manufacturer Contact Information
Manufacturer or 1 1
Representative
4 __[Representative Name/Positon 1
Contact Information 1 1
M M
Intended use of device in network-connected environment:
MANAGEMENT OF PRIVATE DATA
Yes, No, *
Refer to Section 2.3.2 of this standard for the proper interpretation of information requested in this form. N/A, or %
See Note  Z

Management of
Private Data notes:

Can this device display, transmit, or maintain private data (including electronic Protected Health Information
[ePHI])?

Types of private data elements that can be maintained by the device:

B.1 Demographic (e.g., name, address, location, unique identification number)?

B.2 Medical record (e.g., medical record #, account #, test or treatment date, device identification number)?

B.3 Di i peutic (e.g., photo/radiograph, test results, or physiologic data with identifying
characteristics)?

B.4 Open, unstructured text entered by device user/operator?

B.5  Biometric data?

B.6 Personal financial information?

Maintaining private data - Can the device:

CcA Maintain private data temporarily in volatile memory (i.e., until cleared by power-off or reset)?

C.2 Store private data persistently on local media?

C.3  Import/export private data with other systems?

c4 Maintain private data during power service interruptions?

Mechanisms used for the transmitting, importing/exporting of private data — Can the device:

D1 Display private data (e.g., video display, etc.)?

D.2  Generate hardcopy reports or images containing private data?

D.3  Retrieve private data from or record private data to removable media (e.g., disk, DVD, CD-ROM, tape,
CF/SD card, memory stick, etc.)?

D.4  Transmit/receive or import/export private data via dedicated cable connection (e.g., IEEE 1073, serial port,
USB, FireWire, etc.)?

D.5 Transmit/receive private data via a wired network connection (e.g., LAN, WAN, VPN, intranet, Internet,
ete.)?

D.6  Transmit/receive private data via an integrated wireless network connection (e.g., WiFi, Bluetooth, infrared,
etc.)?

D.7 Import private data via scanning?

D.8  Other?

© Copyright 2013 by the National Electrical Manufacturers Association and
the Healthcare Information and Management Systems Society.
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